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FROM Chisf, Aduinistrative Btaff

supjecY: HReport of Headquarters Courler Systems

 REFERKWCE: Attached Study for Asting Director of Security from Chief, Physical
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Security Division, 03, dated 8 February 1960, sams subject

l. A review has been made of reference study and the follow-
ing caments are forwvarded on specific recommendations or
statemente mede in the gindy:

Be Page 2

“Racommendation: That an Office af Security swrvey be
made of the Agensy's procedurss for classified doowxent
sontrol to insure ommliame with Fxecutive Order 10501 and
partinent CIA Remalations.”

This B8taff concurs with the recommendation. It may
be sppropriate tc point cut thst the Office of SBecurity
has never initiated procedures to be followed by the
Mail and Courier Eranch in handling classified material
within the branch. Attachment G of the study wvas
writtan by the brunch without any sssistanse from the
Office of Security.

b. Page 3

“Rmy‘;eﬁm: That eteps be taken to publish &
marmial for proparation and transmission of claagified
mail, This mamal would oonsalidate the remaining portions
- of OIA Regulation[  |end include the over-all
ormnnmmsm, setting forth exsmples snd
1lustrations.”

This Staff concurs With the recomsendation, Bow-
ever, the statement mads that the procedure ¢f having

'mmmmmmmw
and oouriers of lower pay grades than the and .
only a half ' Tha ocom-
of
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c. Pege 3 k
“Re. : It 13 reccemented that the Menagement
- gtarf be re to conduct a personnal study of the
R messenger-courier systems with a view tovards reducing the
 &uplicate oourier systems.”

Concur with this reccmmszdation. ;

4. Page U ‘ ;

“Reconmendation: It {s recoomemded that tne Chief/OCR
Iisison be requested to prepare & memorandws for all
agencies and departments from whom classified material is
pleked up by CIA cowriers. This memorandmm ghould instxust
these depariments and egencles to verify the identity of a1l
CIA couriers prior to tauning over the classified matexrial.
In addition, all offices within the Central Intelligence
Agency should be similarly instructed that their couriers
show courier identification credentials (sce attachment) -
when plcking up clessified materisl. The CIA couriers should
also ba instructed to report to the Office of Security axy
departnent or agency issuing classified material withoat
verifying the identity of the oocurier.”

Fon=concur with this recommendation. Mail end -
Courier Branch personnel make deliveries and pick-apps
from epproximately one-hmndred and forty (140} organi-
zations and six-mmdred (600) individnals. In ow
opinion, we conid not expect everyone tc follov a
security regulation or procedure dictated by CIA. ‘
Purther, scting in the capacity of a spy on other Agencies’
personnel could only create haxd feelings. .

e Page b

“Regomendation: It is recommended that e memorendga
couriers to (a) effect dalivery only to the perscn adilressed
or an authorized ngmed representative; (b) that all eonriers:
be required to reguest identificstion from all infividoel
recipients prior to the delivery of classified B NEL
(c) under no econditiocns should clessified mategiel be
delivered to unauthorized persons. If the abowe canndt be
complied vith, the material should be retumed for e later !
dslivery or comtact be mads via telephome for additional ;
mmmo‘ ‘

r
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None-concwr with this recamendation. Again, since
we deliver to six-hundred (600) individmals, this

reonmmendation ic cons ‘m There woridd ©
"have to be a minimm of twel (1200) perscamel ~
- who world have to receive instructions an 1dentificu-

tion of CIA couriers. Purther,. copooents of the

Department of Defense require that all mall go through

a central registry. In sidition, we question the

propriety of attespting to dictate security policy 4o

offices guch as that of the Vice President.

f. Page s

"Recommendation: That all couriers be required to kmeep {
inddividual trip logs or manifests vhickh would reflect ths :
times of arrivels and departures st all facilities visited,
snd antomobile mlleage, sush recoxds 1o be tuwmed {n on e
daily basis to the immediate supervisor. The supervisor will ‘
bo required to exsmine these records for sccuracy and take

necessary action vhere discrepancies are noted. This log o

manifest 1s not intended to be the anly meang of checking o

courier gersamml, but be conaidered as additicnal contyml

M3AFUTe.

Concur with thie reocacmandation. The brunch vill
attempt to design a log sheet.

ge Page 5

“Recommendation: It is recammended thet where escol
ere not provided for, all vehicles be | | 25X1

25X1 . | : [dile in

3

Concur with the recommendation on long trips such %
as to Atomic Energy Commission. However, oo short 1xrips
it i3 felt that ths time wvasted wvould overweigh the : ‘
pecurity sdventeges. f

he Page 9

; ' I p@mﬂmﬁumd‘foﬂ%m mr

1

: tranguission of clessifisd material, it is felt
} S ‘Mﬁwuﬂmnhmmhmtomtm“m
ity deficienay. Redlizing that dne to 7/0 limitatfons {hat
have been placed upon the Mail and Courier Branch, it La

? - 3
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SUBJECT: Report cof Hesoguarter, Courior Svetkms

44 fficult et this time %o maic s specific corrective
reconemandation. It is recomiended that appropriate
personnel wvithin the Office of loglstics, Office of
Personnel , and the Office of Security meet and consider
methods of resolving this problem.”

Concur with this recormendation as long as it
ig understood that the responsibiiity lies with the
sriginators.

£ 3 T :—' N
Ia J TR0 B
ST .

"Regamenastion: Wien Larws bull shipments of classl-

- fied material arv delismrec to other apencies, the Hall
and Cowxier Branch courier walt until the recipient has
{nvemtoried the contenve an’ the manife:zt type of receipt

signea by the reciplen.”

Sonecanour witi: thi: recammandaticn for two
Tondint e  First, the courler does not have time for
ihe mail bae Lo D2 opencd and the contents checked;
and gecond, there appesrs to be no difference betwean
i bag containirg zevere! packsges ool an envelope con-
tedining several inilvidual papers. In each casc, the
addressee is not s e of the contents wntil the bag or
anvelope lg opened.

2. Psgo 11 of the gtudy states that OCI ccourlers have been.
specially selectad for this pocition dus to thelr loyanlty and trust~
vorthiness. If this is meant to imply that other ocouriers are a
go=called inferior group, then the statement is not true. The Mall
and Cowrrier Branch providad the originsl assignees, providss
couriers for overtime vork, and has bsen called upon tc send
substitutes to OCI ead there has never been any question as t& the
loyalty and trustworthiness of any of these personnel.

3. The statement 13 made that the Office of Becurity gives
firearms instructions to the couriers. If teaching a man which end
of the gun ths bullet comes out of isiconsidared complete i.nstnw
then the statement 18 true. However, to our knowledge no ip«
:ﬁmﬁomhsmbemgivcnonﬂcntomenﬁreamuhichﬁmﬂ.db?jﬂ"r
a besic paxrt of the course.

k. 'meqmstionorwhethcrdluuangmandwm%mmm
bs assigned to the Mail and Courier Brunch or whether certain ones
should be assignad to the using camponcnts, is cae which requires
detailed investigation and study. If it is determined that the

i,
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SUWJECT: Report of Headquarters Courier Systems

latter is more efficient, then in our opinion, the using
should be responsible for their slotting and should inolude them

 4p their budget.

5« In sumary, if the recomendations of the Offics of

8ecurity were accepted, wve would require an inocreess in the courier

force. There appears to be no way for us to maintair our present

efficiency without an insrease in the courler staff if the adminig.

trative worklcad 1s increased.

Lttachments:
1. Ref, w/ac
2o Memc from Acting U/S to
Acting DD/S dtd 5 Peb
196¢

Matribution:
Ortg. - Addreasec
1 ~ CL Official FPile, wo/es
1 - OL/AS/MECR, wo/as

OL/AS| | (26 Feb

1960)
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